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BBEOAEHWE

CoBpeMeHHBIe HHPOPMAIIOHHbIE TEXHOJIOTUH HE TOJIBKO OTKPBIBAIOT
6e3rpaHUYHbIe BO3MOXKHOCTH /JI1 PA3BUTHUS POCCUMCKOro 00IIecTBa, HO U
IIOPOXKJAI0T HOBBIE IIPOOJIEMBI, BEI30BEL U YTPO3BI €r'0 6€30IacHOCTH, OZ/HA
U3 Ba)XHEHIITHUX €€ COCTABJIAIOIINX — WHPOPMaIlMOHHAs 6€30acHOCTb.
Oxnako MHGOPMALIOHHO-KOMMYHUKAI[UOHHEBIE TEXHOJIOTUH (Zantee —
VIKT), kak 1 o65le ApyTrue, caMu 1o cebe He ABIAIOTCSA HU IJIOXUMU, HU
XOPOIINMU — UX CBOMCTBA OZHOBPEMEHHO MOTYT IIPe/CTaBIATE CO60H U
yrposy, u 6;1aro. Bce 3aBUCUT OT 1leJieli X UCIOIb30BAHUA, KOTOPHIE OIpe-
JEAI0TCS OOIECTBOM U MOTYT OBITh TPUMEHEHBI He TOJIBKO /71 obectie-
YeHUs 6J1aroIOIyYrs YeJI0BeYeCTBa, HO U IJIs1 OPraHU3aIUY TOTAJIBHOTO
KOHTPOJIS, BeZileHNsI MHGOPMAIIMOHHBIX BOMH U T.Z. [I0 HEKOTOPHIM ZIaH-
HBIM, cBbIlle 120 cTpaH pa3pabaThIBalOT KOHIEMITUY WHGOPMAIIMOHHBIX
BOHH C UCITOJIb30BAaHUEM NIPUHITUIINATBHO HOBOT'O OPYKUA — MHGOPMa-
IIMOHHOTO', TOT/Ia KaK pa3paboTKU B 00JIaCTH SIEPHOTO OPY>KUS BEAYTCS
He 6osiee yeM B 20 cTpaHax?.

VudpopmarnonHas 6€301acHOCTb, ABJAACH CTPATErNYeCKUM HAI[HO-
HaJIBHBIM IpuopuTeToM Poccutickoit @esepariuu, 3aBUCUT OT YPOBHA ee
obecrieueHNs, U B XOZle TEXHUYECKOTO IIporpecca ¢ pacuIipeHreM IpruMe-
HeHus VIKT aTa 3aBUCMMOCTD BO3pacTaeT. 3HAYMMOCTh MHGOPMaIlHOHHOHN
6e3omacHocTH A5 Poccuiickoii ®eziepariiy 06yCcIoBIeHa B TOM YKCJIE
TeM, 4To HHPopMaIoHHasa chepa obecrneunBaeT GyHKIIMOHUPOBAHHUE
BCEX OCTaJIBHBIX cdep KU3HU 00IIeCTBA U TOCYZAapCTBa.

Panee HanMoHaTbHAS 6€30IIACHOCTH pacCMaTpUBaIach KaK COXpaHeHUe
CyBepeHUTeTa U TeppUTOPHAIBHON 1IeJI0OCTHOCTU r'OCyIapCTBa, ero yCToH-
YUBOCTbh TIEpe YIPO30i MPUMeHEHUS BOOPYKEHHON CUJIBI CO CTOPOHBI

! Cwm., Hanpumep: CMupHOB A.U. lHbopmanronHas rimobanusanus u Poccusi: BBI30BH 1
BO3MOXKHOCTHU. M., 2005.
2 Tam xe. C. 235.



BeepeHune

JpyTruX rocyzapcTs. B HacTosAlee BpeMs OHa BUAUTCA KaK KOMILJIEKCHasA
CUCTEMHas MpobyieMa, YYUTHIBAIOIIA s HaTUdue MHOTOO6Pa3HBIX paKTo-
POB U yI'pO3, B IIEPBYIO OUepe b NHGOPMAITMOHHEIX.

VHbopManoHHOE OpPY>KHe IIOAPEIBAET TPAAUIIOHHOE IIOHATHE I'OCY-
JapCTBEHHBIX I'PAHUI], UCIIOIb3YeTCA AOCTATOYHO CKPBITHO, He HyKaeT-
A B TIIATeJIbHOM TOAr0TOBKe. JKepTBa aTaku MOXeT Zjake U He I10J03pe-
BaTh O TOM, YTO HaXOAUTCH 10/ UHGOPMALIMOHHBIM YAApOM, B CUJTY Yero
3HAUUTEJIbHO O PAHUYUBAETCA BO3MOXKXHOCTD IPOTUBO/EHICTBOBATH TAKOH
arpeccuu. JTO He ABJAETCS IPO6IeMOH, ClienubUIHON TONTBKO AJ1s1 Poc-
cuiickoii eziepariiv — MpakTUIECKU BCE CTPAHBI C PA3BUTON SKOHOMUKOU
Ha YpOBHE I'oCcyZlapCTBEeHHBIX OPTaHOB, IPeAPUHUMATENIbCKUX CTPYKTYP
pa3pabaThIBalOT U IIPUMEHSIOT KOMILIEKCHBIE MePbI, HalIpaBJI€HHbIE Ha
obecrneyeHre THGOPMAIIMOHHO 6€30MacHOCTH.

BpeMs, HOBBIE TEXHOJIOTHH, BEI30BBI U YTPO3bI MEHSAIOT IPUOPUTETHI,
TpeboBaHMUA K MHGOPMAIIMIOHHOM 06€30IIacHOCTH, UTO IMPEATIOIaraeT aZiek-
BaTHOe pearupoBaHue Ha HUX. Ha xapakTep U HalpaBJeHHOCTb yI'PO3
BJIMAET U NoJuTUYecKas cuTyauud B Mupe. C Hadasa crelraabHON BO-
€HHOW onepanuu Poccuy Ha YKpauHe 4UCJIO KuOepaTak yBEIMYHUIOCH B
pasbl. Bure-nipembep Poccuiickoit ®ezeparinu /. YepHBIIEHKO ITpUBeJT
takue qudpsl: B 2022 I. 6bLIO OTpaKeHo 0KoJI0 50 ThIC. XaKEPCKUX aTak Ha
poccuiickue nHGopManuoHHEIEe pecypchl. [Ipu aToMm ectu B 2021 1. aTaku
OBLTY HAMPaBJIEHBI IJIABHBIM 00pa30oM Ha GUHAHCOBBIH CEKTOD, TO B 2022 T.
aKIeHT CMeCTUJICA Ha FoCyZapCTBeHHBIN. IMeloTcsa JaHHble U B OTHOIIIe-
HUU KubepaTak B IepBoii osioBuHe 2023 I. — UX YUCJI0 YBEJIUYMIOCh Ha
65%?3. [lo MHeHUIO 3aMecTUTe A AupeKTopa HalloHaIbHOTO KOOpAUHA-
LIIMOHHOTO IIeHTpa IT0 KOMIIBbIOTepHBIM HHIIUAeHTaM H. Mypaniosa, ueib
TaKOM KMOEPKOMITAaHUY — BBIBECTH U3 CTPOsI THPOPMALIMIOHHYIO HHbPa-
CTPYKTypy Poccuu v oyuuTh ZOCTYII K CUCTEMaM OpraHusaluuil u npej-
npusTuitt. Tak, B 2023 1. kubepaTake MoABeprIMCh HHGOPMAIIMOHHEIE

URL: http://www.vedomosti.ru
4 Tamxe.
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cuctembl MYC Poccrn, TaMOXkeHHBIX OPraHoOB. B HacTosAIee BpeMs pe3Ko
BBIPOCJIO YKCJIO KubepaTak Ha poccuiickue IT-KoMITaHUU.

KubepaTtaku — o/iHa U3 OCHOBHBIX, HO He eZIMHCTBEHHAs yrpo3a UH-
dopmanmoHHo# 6e3omacHocTH. Ha ypoBHE OTpacieBoro 3aKOHOAATEb-
CTBa KOHKPETU3UPYIOTCS COOTBETCTBYIONIUE TIOJIOKEHUS C YIETOM CyIIe-
CTBYIOIUX ocobeHHOCTeH (MHbOpMaIMoHHasA 6€30MacHOCTb KPUTUUIECKOM
nHOOPMAIIMOHHON MHGPACTPYKTYPHI, MEAUITUHBI, 06pa30BaHUS, TIEPCO-
HaJbHBIX JaHHBIX U ZP.).

VudopmalioHHas BoliHa Bce 60JIbIlle aKTUBU3UPYETCS TOCPEACTBOM
JEeCTPYKTUBHOTO MHPOPMAIIMOHHO-TICXOJIOTMYECKOTO BO3JeUCTBUA Ha
HaceJieHue, Ae3uHPpopMaIuy U GperKoB, MAHUTYISIIIUA MAaCCOBBIM CO-
3HaHUEM, yTeYKU WHPOpMAIIUH. Bce 3TH yTpo3bl TPeOYIOT CKopeliel u
a/leKBaTHOI peaKIIMU, BOCCTAHOBJIEHUS U TIO/iep>KaHU A Hal[MOHATbHOM
nHOOPMaIMOHHOM 6€30TacHOCTY Ha JOKHOM YPOBHE.

AXTUBHOe pa3BUTHE U BHeJpeHUEe BO Bce cdephl JKU3HU HOBBIX MH-
dbopMaIMOHHO-TEIEKOMMYHUKAIMOHHBIX TEXHOJIOTUH COMTPOBOXKAAIOTCS
MOSIBJIEHWEM BCe HOBBIX YTPO3 6€30MMacHOCTH T'pakJaH, obIecTBa U To-
CyZapcTBa, aKTUBU3AIIUeHN y)Xe CYIeCTBYIOIUX YIPo3. BausHre HOBBIX
TEXHOJIOTUH Ha MHPOPMAIMOHHYI0 6€30I1aCHOCTD, XapaKTeP PUCKOB TI0-
KasaHbl B V. 2 HACTOSIEN pabOTHI, I7le pacCMaTPHUBAETCsI BO3/eHCTBUE
Ha UHGOPMAITMOHHYI0 6€30TaCHOCTh TEXHOJIOTUHN UCKYCCTBEHHOTO WH-
TesekTa (Aanee — VM), MalTMHOYHUTAEMOTO TIPaBa, «GOTbITNX ZaHHBIX»,
TEXHUYECKOTO PETYIHPOBAHUS U CTaHAaPTHU3AINU, TEXHOJOTUH pacipe-
ZAeJleHHOoro peectpa u cucrteM 1.

Ocoboe BHUMaHUe B MOHOTpaduu yaenreHo nHGOPMaIMOHHOMN 6e3-
OTIaCHOCTH JTUYHOCTU. PaccMaTpUBalOTCSA COCTOSTHUE WHPOPMAITMOHHOM
3alUIEHHOCTH YeJI0BeKa U HallpaBJIeHUs ee obecrieueHUsT B pa3InIHbIX
chepax, B TOM YHCJIE B TAKUX 3HAYMMBIX U YYBCTBUTENbHBIX, KaK MeU-
1MHa, obpaleHue JeKapCTBEHHBIX CPEJCTB, 0Opa3oBaHuUe, 3alHUTa TePCO-
HaJbHBIX JAHHBIX, KOPPYIIIUA U T.Z. ONpeAenstoTcs IyTH IPEoI0oTeHN T
CYIECTBYIOIIUX TPobJeM, cper KOTOPBIX OJHA U3 OCHOBHBIX — 3alu-
Ta MEePCOHAMbHBIX AHHBIX. B aHATUTUYECKOM OTYeTe «POCCUS: YTEUKHU
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nHbOpPMaLMU OrpaHUYEHHOTO JocTyna B 2022 rozfy», MOATOTOBIEHHOM
9KCIEPTHO-aHAJUTUYECKUM LieHTpoM InfoWatch, mpuBozsTcs cieayionye
JaHHbIe: 3a rof (2022 1.) yTeuyka 3amucel mepcoHaMbHBIX JaHHBIX U T1JIa-
TeXXHOU nHbOpMAaIlNK yBeJInduIach B 2,67 pasa o cpaBHeHuio ¢ 2021 r.,
4TO B 4,5 pasa mpeBbICUJIO HaceseHUe Poccun®.

HapyuieHue nHbopMaIloHHONH 6€30IIaCHOCTH MOXKET OBITh CBSI3aHO He
TOJIBKO C YMBIIIJIEHHBIM COBepILIEHUEM ITPAaBOHAPYIIEHUH, IPEeCTYITHBIX
JedHU B ”HGOPMALMOHHOU cdepe, HO U ¢ OpraHu3alueil 3J1eKTPOHHO-
ro B3auMOJeCTBU I, lepe/adeil, XpaHeHHUEM SJIEKTPOHHBIX JOKYMEHTOB,
YTO MpezAnoiaraeT popMHUpOBaHUE eANHON IUGPOBOU CPEABI JOBEPUS AJIS
CHUKEHU S YyT'pO3bl MHGOPMAIIMOHHOM 6€3011acHOCTH, TPUINHEHUS Bpeaa
u 1151 obecrieueHUs HaJeKHOTO JOKYMeHTO060poTa.

B paboTe oTpaskeH 1 3apybekHbIH OIBIT IPOTHBO/EHCTBHA HHpOpMa-
LIMOHHBIM OIIacHOCTAM. [lokasaTesnbHO, UTO Mephl, IPUHUMaeMble rocy-
JapcTBoM (00beIUHEHNEM TOCYJapCTB), MOTYT HOCUTH MTOJUTUYECKUI,
TeXHOJIOTUYECKUH, IOpUANYECKUH, yIIpaBleHUeCKUN MU BOeHHBIN Xa-
pakKTep, a TaK)Xe COOTBETCTBYIOT KOHKPETHBIM puckam®. CiesyeT oTMe-
TUTbB, UYTO IPpeJIIPUHNUMaeMble IpyTUMU T'oCyAapcTBaMU MePhl CXOJHHI C
POCCUMCKUMU.

IOpuauyeckas HayKa Ha COBpEMEHHOM 3Talle CTaTKUBAETCs C He06X0-
JUMOCTBIO pellleHN s HOBBIX 3a/ja4, IepecMOTpa TPaANLIMOHHBIX IPaBOBBIX
TTOXO/IOB, B TOM YHCJIE OTHOCUTENbHO MHPOPMAIIMOHHON 6€30MacHOCTH
B YCJIOBUAX IMGPOBU3aLNU. ABTOPCKUH KOJJIEKTUB BbIPAKaeT HAZEKAY,
yTO MOHOTpadus 6yAeT MpeACTaBaAITh UHTEPEC KAK /I yUEHbIX-FOPUCTOB,
TaK U I IIMPOKOT'0 Kpyra YnuTareyei.

5 Cwm.: Utechki_informatsii_ogranichennogo dostupa. URL: http://www.infowatch.ru
6 Cwm.: Strategii kiberbezopasnosti-gosudarstv ES. URL: http://www.infowatch.ru



[JTABA 1

NMHOOPMALMOHHAMA
BE3OINMACHOCTb N ULMWOPOBUN3ALNA:
B3ANMOBJ/IMAHWNE

8 1. MNMoHaTue u copep>xxaHne MHpopMaLMOHHOMN
6e30MacHOCTU B COBPEMEHHbIX YCTOBUAX

HanwnonanpHas 6e3omacHocTh Poccuiickoiit Pesepariuu CyecTBeH-
HBIM 006pa30M 3aBUCHUT OT obecrieueHUsT nHGOPMAITMOHHOM 6e30ImacHo-
CTH, U B X0/Ie TEXHUYECKOT'0 IIPOrpecca ¢ paclinpeHueM UCIIOTb30BaAHU
COBpEMEHHBIX MHGOPMAI[UOHHBIX TEXHOJIOT UM 3Ta 3aBUCHMOCTD YCUJIH-
BaeTcsa. 3HAYUMOCTb NHPOPMAIIMOHHOM 6e30MMacHOCTH A1 TOCyAapCcTBa
obycoBneHa TeM, 4To nHbOpManoHHas chepa obecmeyrBaeT GyHKIU-
OHUPOBAHUE BCEX OCTATBHBIX chep KU3HU OOIIecTBa U OT IPABUIBHO-
r'0 OIlpe/ieIeHUsI COOTBETCTBYIOMINX YIPO3 3aBUCUT a/eKBAaTHBIN BEIOOD
CPEZCTB 3aIUTHL OT HUX.

B CTpareruu HalfmoHaJbHOU 6e3omacHocTu Poccuiickoii ®epepariuu’
pasBuTHe 6€30IacHOro NHGOPMAIIMOHHOT'0 IPOCTPAHCTBA IPU3HAHO O/
HUM U3 HallMOHAJIbHBIX MHTepecoB Poccuiickoil Pesiepaniyi Ha COBpeMeH-
HoM aTatne (1. 25), a tHPopMaIHOHHAasA 6€30MaCHOCTb — CTPATETHYeCKUM
HAIMOHAJIbHBIM TpUOpuUTETOM (1. 26).

B Hay4HOI JUTEpPAType U HOPMATUBHBIX IIPABOBHIX aKTaX MOHATHE
«0€30TaCHOCTD» OIIPe/eAeTCs 0-PAa3HOMY IIPUMEHUTETHHO K PA3THIHBIM

7 C3P®.2021. N2 27 (u. II). Ct. 5351.
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