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R. Beckmann
Partner at law firm Scholz & Kollegen (Miinster, Germany)

THE NEW EU-DATA PROTECTION BASIC REGULATION -

A FIRST ATTEMPT AT REGAINING LEGISLATIVE SOVEREIGNTY
AND SOCIAL DESIGN SOVEREIGNTY OF THE EUROPEAN STATES
VIS-A-VIS THE INTERNATIONAL CORPORATIONS DOMINATING
THE INTERNET, SUCH AS ALPHABET (GOOGLE), FACEBOOK, ETC.

The problem

With the growing importance of the Internet technology in almost all areas
of human coexistence, a variety of new challenges have arisen - particularly
with regard to the regulation of the Internet - and national governments are
constantly facing new challenges.

Whereas in the past the introduction of new technologies and economic
activities across national borders has always been accompanied by
corresponding international agreements and the formation of international
organizations - for example the ITU in Geneva for the interests of international
telecommunications networks or the IATA for the regulation of all interests
with regard to international air traffic - the introduction of the Internet has not
been accompanied by this or has simply failed to be accompanied.

Perhaps it is worth taking this opportunity to recall once again that
the Internet is basically nothing more than a high-performance network
management software which makes it possible to exchange data - i.e.
information - in digital form via the existing telecommunications network
between computers worldwide in a targeted and reliable manner. The
telecommunications network infrastructure thus became usable for the
exchange of data between computers unhindered by national borders.

The necessary secrecy of the information transported in this way was
achieved by “wrapping” the digital information - i.e. encrypting it - and
providing this protected packet with a sender and a recipient - of the known
IP address, better known as the domain.

This technical requirement is also the reason why there is no and cannot
be an anonymous data exchange in the Internet - nowhere - because how is
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a targeted exchange without sender and recipient by a software technically
possible at all?

This software TCP/IP (Transmission Control Protocol or Internet Protocol)
was developed by the USA, which to this day also essentially explains the
dominance of American companies on the Internet.

Through the further development, e.g. of the WorldWideWeb by Tim
Berners Lee in the context of the CERN research project in Geneva, this
TCP/IP technology was also used for the transport of data packets within
the WorldWideWeb. The WorldWideWeb uses its own network management
software, the http-Hypertext-Transport-Protocol, which finds information
stored in HTML- (Hyper-Text Markup-Language) on connected servers,
recognizes it and sends it to the requesting device (laptop, smartphone etc.).
All http needs is the exact address, the URL (Uniform Resource Locator),
better known as a link.

The WWW really exploded and became usable for almost everyone with
the introduction of the browser software. It functioned as a translator and
converted the information sent in digital form via the Internet into signals that
people could understand, read and hear with their limited receptivity and
communication capabilities as human beings.

This virtually abolished the boundary between the human communication
possibilities and this highly complex communication transport technology.

If we look at the development of this technology to date, we can see,
without having great prophetic abilities, that human civilization and social
coexistence are changed more lastingly by this than the invention of the steam
engine or the wheel. The geographical location of a person has now become
completely meaningless for its ability to communicate visually as well.

There are already no areas of our everyday life and working environment
that have not been sustainably changed by this technology. The development
of eCommerce and social media in recent years speaks for itself here.

And that was what we are dealing with today - making this possibility
available to people without even thinking about and carrying out any legal
regulation.

Although the technical necessity of the unambiguous allocation of IP
addresses had been considered by the installation of ICANN, which had to
ensure the allocation of domains (IP addresses) worldwide, as the Internet
would otherwise not function technically, there are still no international
regulations regarding the content transmitted in this way.
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